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Motivation

» Some states hold an important property for a quantum sensor
network:

Privacy!

GH/Z state is capable of estimating the average of a set of parameters
0,+0,+...+0,
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Goal

» How do we find private states?

» Are there more than the canonical private state (GHZ state)?
» What should we take into account to find them?

» How do we make them resilient?
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State of the art

Quantum Sensor Networks
» Formulation and results regarding entanglement advantage or not

» Rubio, J., Knott, P. A., Proctor, T. J. & Dunningham, J. A. Quantum sensing networks for the estimation
of linear functions. Journal of Physics A: Mathematical and Theoretical 53, 344001 (2020)

v

» Qian, T., Bringewatt, J., Boettcher, I., Bienias, P. & Gorshkov, A. V. Optimal measurement of field
properties with quantum sensor networks. Physical Review A 103, L030601 (2021).

Private quantum sensor networks
» Introduction of the notion of privacy in networks of quantum sensors

» Shettell, N., Hassani, M. & Markham, D. Private network parameter estimation with quantum
sensors. arXiv.2207.14450 (2022).

» Shettell, N., Kashefi, E. & Markham, D. Cryptographic approach to quantum metrology. Phys. Rev. A
105, L010401 (2022).

v
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Quantum Sensing

Quantum sensing for a local parameter:

Interacting System

Probe 4 X 4 X 4 ) T Information
LU ISP, S
J" i" ! A { A “‘A ég) “L “L
Po ! > Ag(+) > pp —> I, — p(x|6)
Po € #,, POVM
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Quantum Sensing

Example: .
Interacting System

Probe Interferometer
Photon

| +)(+ |
| =)=

POVM

10+ |1) —> eleZ — |O)+ei9|1) —

30

Information

p(+|0) = cos(26)?
p(—16) = sin(20)*

60

o;l:—»@f%p)

POVM 6/36



Maximum Likelihood Estimator

mie) = | [ pcx16)/®

logmle(8) =} f(x) log p(x|6)

0 - arg max mle(@)
0

60
MLE

F(@) — — Vlog mle(d) 30 l — 0=f"(p)

POVM
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Quantum Sensor Networks

Now, consider we have a network, where a collection of parameters is encoded in each qubit via a
process similar as before:

T T 95 T zzzzzzzzzz QUANTUM
fhidd - | INTERNET |
? T T TEET ALLIANCE o

ny L
Po ! >A5() >p5|—>Hx|—>p(x|0)
Po € %n,—i-nz—l—...—i-n/\ AH, ®...® Aé)k POVM

8/36



Quantum Sensor Networks

Po ! >A§() >p5|—>Hx|—>p(X|0)

POVM
Po € %n,+nz+...+nk AHI ®...® AH,\,

Important metrics in this scenario:

» Precision one can achieve for estimating @ (scaling with the #resources)
F—l

- cov(a) > e
m

» Robustness to errors in the system

» Privacy against dishonest parties:

- Access to a shared function of the parameters f(0)

Shettell, N., Hassani, M. & Markham, D. Private network parameter estimation with quantum sensors. arXiv.220714450 (2022).
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Distributed Quantum Sensing

Example: Interacting Local Systems
Interferometer

o —yp¢v—7 — 0

Resources b 0000000000000000 \ 00000 Information

— ’ ............... \ .....

|EXE| p(E|0) = cos(2f(6))*
oy0| T p016) =sinQf@))
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f(é) =a,0,+ ...a,0,

|0)®™" + | 1)@y > |0)®" + eif(5)| 1)@ —>




Distributed Quantum Sensing

Example:

Resources b

m qubits ’

Interacting Local Systems
Interferometer

0,

Information

f(é) =a,0,+ ...a,0,

g(0) =7
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Privacy - Basics

» The privacy definition can be stated by the following:

i. Let H and D be the subsets of honest and dishonest parties, respectively;
ii. If all parties are honest, they can estimate f(é)

iii. For any set of dishonest parties D, the set D can only know the functionf(é) and all Qﬂ for
u € D (and functions thereof).
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Privacy - Example

» Considering we have 4 parties: 2 honest and 2 dishonest

61 , I g 94

X
& v,

0,+60,+0;+0,

(0, +6,+0,+0,)

> 105,0,

@&

]

Qe




Privacy - Defining a Measure

» Privacy Measure:

P = P(@Q,a), the privacy is a function of the QFI matrix with respect to parameters 5 and
the target function characterized byf(é) —G-0

P(@,a) € [0,1]
P(Q,a) = 1iff. @ = aaa’
P(BGOB',Bd) = P(Q,d)

Continuity of the QFI should imply continuity of the privacy measure

a’oa Tr|Cad"| T |aW;]
Tr@ T  Tr0

DEF: 9%((,d) =
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Privacy - Defining a Measure

» Privacy Example:

- Suppose | have a QFI matrix given by:

@ — /IIC_I)C_Z)T + /1221;T

A
P0,d) = —— < 1
A+ Ay

This means that one could build an estimator with finite variance for any linear function h(é) =C- 5 where

¢ € Z(a, l;). Suppose ¢ = ad + ,BI; then the variance of an estimator for z would be:

2 2
P L A R
A Ay

/36



Privacy - Assumptions

» Privacy will depend on three main things:
» Encoding dynamics
» Linear Functions

» Resources

THEY ARE ALL CONNECTED!
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Privacy - Encoding Dynamics

a) SR B
@ | Ag, |
[7 | Ag, | |
SRR "

Local Dynamics!

Po — Pe
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Privacy - Linear Functions fO)=a-0

- (orany g(6) = af(@),a € R)
(a) a € R" - requires controllable encoding dynamics

(b)a € Zk - related with the number of qubits available locally (a € Q* can be reduced to this case)

o
~—
()
=
o~
L?/
|
= ;H
/
~
l
~]
I
LY
Sy
[l
—_
X

12

-

n (9] n, ___ \:9/ -

{ AHHn } = - A: E ged(a) = ged(ay, a,, ...,aq;,) = 1!
}& -

deN X ... XA, A, = 4"} e

- e

__f
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Privacy - Resources in Separable Dynamics

» A resource for sensing relates with the amount of sampling done. For separable local Hamiltonians the
sampling is the number of qubits.

» Resources vectors 71 : number of qubits in each node
(1)
(I n

orn K a-No privacy Zone

Sy
A
Q

d - Minimal Privacy Zone

(M) a <nand (1 < 2aorn K 2a) - Minimal plus Ancilla Privacy Zone

(IV) 2a < 7 - Multiple Privacy Zone

» Examples:
»n=(123)<{134=a »a=(134)<n=02,54)<2,6,8)=2a ()
=043 k(134 =a . 24 = (2,6,8) < (3,10,12) = i (V)
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Step 1: Vverify if we have sufficient qubits for the target function
v 0

y 2@ 9@ ged(ad) = ged(ay, ag, -+ ,a;) =1

@ n=(2,4,3) = a=(1,2,3)

Thms. 3.1 and 3.3: 4 minimum amount of qubit resources required!
Need at least 7 = d distributed resources.

Bugalho, L., Hassani, M., Omar, Y. & Markham, D. Private and Robust States for Distributed Quantum Sensing. Quantum 9, 1596 (2025)
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Step 2: Build first private state family with minimal resources
n=14+2+3,s€ {0,1}"

01 02 03
@ UJ @ L @ZN so = (0 00 000) s;=(111111)

N = {1} Nz ={2,3} Nz = {4,5,6} N - .
Such that: har(s1) — har(sg) =a

F ={also) +Bls1),a,8 €C,|a]* +[B]* = 1}

Thms. 3.2 and 3.4: 3 only one family of private states forn = a
distributed resources.

Bugalho, L., Hassani, M., Omar, Y. & Markham, D. Private and Robust States for Distributed Quantum Sensing. Quantum 9, 1596 (2025)
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Step 3: Build robust and private families by adding extra qubits
n=2+4+3,s€{0,1}"

01
N b2 blbo b2 blb()
00 0000 000),s; = (10 1100 111

O _ 0

so = ( ), 51 )
o) 345 618} sg = (00 0001 000),s7 = (10 1101 111)

st = (00 0011 000), s* = (10 1111 111)

so = (01 0000 000), s3 = (11 1100 111)

se = (01 0001 000), s7 = (11 1101 111)

s = (01 0011 000), s5 = (11 1111 111)

Such that: har(s?) —ha(s)) =@, V j

Fi = Zoz 36)>—|—ZBGU

ocESN ocESN

331)> , g, By € C, normalized

Thm. 3.5: 3 a countable number of families of private states for
2a > n > a distributed resources.

Bugalho, L., Hassani, M., Omar, Y. & Markham, D. Private and Robust States for Distributed Quantum Sensing. Quantum 9, 1596 (2025)
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fj—{z g 0(86)>+ > B

ocESN ocESN

0(331)> , Oy, By € C, normalized}

0)1
D1

— |y = Z AVINVIRV IRV
J

Thm. 3.6: All states built like this are private states.

Bugalho, L., Hassani, M., Omar, Y. & Markham, D. Private and Robust States for Distributed Quantum Sensing. Quantum 9, 1596 (2025)
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Privacy - Linear Functions @)

(c)a e 0> - requires knowledge of the local hamiltonians’ eigenvalues

— AB,,t) — =

p :
Ao,

ol L.,
HA_j Ag{
n n _ " . oo Y
AQM - - o JAém)£
_{\ Aéi)/ . \ “/

t—>t=a, n=1
N __{

ged(a) = ged(ay, ay, ...,a;) = 1!
| __

a e Al X ... X Ak’ Aﬂ - {ﬂ]'-u}jelu
Ei ‘d

Ny

2
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Privacy - Private Orthotope

For general local Hamiltonian dynamics, one can find the following structure:
Hﬂlxlj.”) = ﬂjf‘lﬂ]f‘), Bt = { Mj.”)}ieﬂ, @” = {/1].”}]-@,

Using this, we can define an orthotope by doing the cartesian product of the eigenvalues in @ﬂ.

E.g. - Node2 o
== N0de 1
X —> > Node 1
Moo A
== Node 2 L5 STUTI
(AL, AD) | | (A2, A1)

Sekatski, P, Wolk, S. & Dur, W. Optimal distributed sensing in noisy environments. Physical Review Research 2, 1-8 (2019).
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Step 1: Identify the local eigenstates and eigenvalues

CRTEN e
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Step 2: Construct the distributed orthotope

O = {\,..., A} 0% ={)2,..., 7%} 0% ={A%,..., A8}
X (... X () -
— s | by -5
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Step 3: cConstruct the private orthotope and states

O = {7— @ : V0, @ € O}

V=4 AL A) < 140140 14)
I }—» W) = al ) 1A A) + BIA I A1 4
w = (ﬁkla /1k27 /1](3) < |/1k1> |/1k2> |/1k3>

Is private for v — w!

Thms. 3.6: V vectors in O there exists at least one family of private states

More than this, only for vectors in O? there exists private states

Bugalho, L., Hassani, M., Omar, Y. & Markham, D. Private and Robust States for Distributed Quantum Sensing. Quantum 9, 1596 (2025)
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Privacy — Results

Target Hamiltonian Resources Private Family Theorem
ad € RF | Controlable (Fig. 2 d)) =1 GHZ State Thm. 3.4
- Zone (1) None Thms. 3.1, 3.3
Zone (II) GHZ State Thms. 3.2, 3.4

— k . [~ ]
aen Separable (Fig. 2 a)) Zone (III) Ancilla-Private States Thm. 3.5

B Zone (IV) Private Logical States Thm. 3.6
aec0? General (Fig. 2 b)) | Depends on H 1 Private State Thm. 3.7

Table 1: Main results regarding the existence of private states under the assumptions on the
encoding dynamics, the target functions and the resources utilized.
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Privacy — Bonus!

3

If we take separable dynamics, then the only state at the vertice of the private orthotope
is the GHZ state (up to LU)! This means, the vector with largest norm and equal to Tr(@).
30/36



Privacy — Robustness

» QFI for mixed states under separable dynamics

» Here we fixed the dynamics to 7z (without loss of generality)

» Working with a private state (up to LU)

Noise Models
Dephasing
Bit-Flip
Depolarizing
Amplitude-Damping

Particle-loss

Results
GHZ state maintains privacy, decoheres exponentially
GHZ state looses privacy, decoheres exponentially
GHZ state maintains privacy, decoheres exponentially
GHZ state maintains privacy, decoheres exponentially

3 Private states that maintain privacy
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ss = (01 0001 000), s} = (11 1101 111)
l ocESN l ocESN
s; = (01 0001 000) 5, = (10 1110 111)
s, = (01 0010 000) 5, = (10 1101 111)
s3 = (01 0100 000) 5, = (10 1011 111)
s, = (01 1000 000) 5, = (100111 111)
_ 1 N = Trace out
vy = \/ﬁ (Zl: 50 + | l>) ———_ whichever qubit
[ in node 2
(O1C-)10) (L)L)
< 1
p=Trlly)wl]=aly) vyl + (1 —a) |y | | ), | w;) are private!

(and orthogonal)
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Take Home Messages

> Privacy
> Minimum amount to create the first private state ~ GHZ state

» Build the rest by adding ancillas and doing local operations ~ countable number of
families of private states (each containing a continuous set of states)

» Build logical qubits in the private subspaces ~ one can use robustness results from
non-distributed sensing

» Robustness
» States that are robust against particle-loss, while preserving privacy
» Relation between noise types and preserving the privacy

» Connection between information and the internal structure of an Hamiltonian
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Privacy — Private Orthotope

3
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Current Work - Next Steps

Experimental work on implementing a secure and private sensor network

v

» Undergoing work with experimental team

» Martins, L. dos S., Laurent-Puig, N., Lefebvre, P., Neves, S. & Diamanti, E. Realizing a Compact, High-
Fidelity, Telecom-Wavelength Source of Multipartite Entangled Photons. arXiv.2407.00802 (2024).

Finding out what problems fit in this - linear functions with private estimation

v

» Creating a framework for a general class of problems that are efficiently and privately dealt with these
states

Network Deployment with Optimization over quantum strategies

v

» Creating a framework to deal with deploying over quantum networks

Application and real-life protocols for quantum sensors - atom interferometry

v

(Generalizing results of Privacy?)

v

(Exploring connections with other areas? Multi-party quantum computation?)

v
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Experimental Work

» Experimental work on implementing a secure
and private sensor network - using a certification
protocol to ensure the distributed states is private
(a GHZ state)

00Llféailure Probability vs Sample Evolution (Run=3)

0.035
0.030
0.0254
0.020 4 ()

\

0.015 i\

Failure Probability

0.010 +

0.005 4

0.000

20|00 40|00 60|OO 80|OO 10000
Number of Verified Samples

100 A

80 A

5 60
D

40 A

20 A

0

c 1072
S
-
©
S
@
()]

c 103
o
<
o
£

S 104
L)
| -
0]
S
@)

Parameter Estimation
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T éTarget“
¢ Maximum Likelihood Estimation
1 2 3 4 5
Round
i
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Appendix



Privacy — QF| Matrix

— -

Q,.(p;) = 42 |aﬁ»|2/1,ﬁ‘1ﬂ/1,’;% - Z Iamlzﬁ,ﬁiﬂz oz * A

Q(pp) = cQc’

Contains
information about
the hamiltonian
orthotope

m q

2

Q =diag(a) —aa’!

Contains

information about
the superposition
of the eigenstates
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Privacy — Results

(1) One Copy Pri

» Only one stabilizer state and a corresponding family of pure states, up to LU

vacy Zone

. Fauz={a|0)®" + B 1) |a|* + | B|* = 1)

» Example:

) =10, +30,+40, = d=(1,34) = 7 =(13.4)

|w) =

1

2

|0 000 0000) + |1 111 1111)

N —

n. np nj n. np ns
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Privacy - Results

(111) One Copy plus Ancilla Privacy Zone
» All families of arbitrary pure states which are private

» Building “symmetric” states — states that are superpositions of states with equal Hamming

weights:
» Example:
@) =16, + 36, + 40, = d = (1,3,4) =244 =d+(1,1,0)
~ Ancilla on first node Ancilla on second node _
ly)=—=1_ D 1000001 0000)+ » |10 1111 1111)
\/N oES 4 n, 1, s oES 4 n, 1, n,
) ) Private!
h(s) = (0,1,0) h(s") = (1,4,4) h(s") — h(s) =a
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Privacy - Results

(IV) Multiple Copies Privacy Zone

» Logical states, built from the families of private states in regions (11),(lll)

» All states built from these logical states are private (no completeness proof)

» Example:

f(0) =16, + 30, + 40, = d = (1,3,4)

1
|0L>=T )" 100 0001 0000)
N

GESA/ nl l’l2 I’l3

I
1) =— ) |10 1111 1111)
N

O'ESJV nl n2 n3

—

n=(4.8,8)=2[a+ (1,1,0)]

ly) =

1
V2

[|0L0L> + | 1L1L>]
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Privacy — Robustness

» Expressions for dephasing:
. Dlp,p) =0 =pp+pZpZ, Z|G5)=|%9])

(44 — 1) + - - +
Q,.(pg) =4 I (G 12,1 GG Z,15)

+ —_

=41, — /l_)zaﬂay

QFI decreases exponentially

ﬂ+ _ /1_ ~ (1 _ 2p)n Maintains privacy

-
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Privacy — Robustness

» Expressions for bit-flip:

- D(p,p) =1 —pp + pX;pX, X |55 =197)

2n1-]
P =Kl EENEL+ Y, K TIEGT]
i=1

- @Q,,(py) = Aya,a,+ non-private component

n n Breaks privacy
~ _
/10 (1 p) + p QFI decreases exponentially

- _—

/36



Privacy — Robustness

» Expressions for depolarizing:

I=p
Do) = pp+— = (XX + VY, + ZpZ] )

2n-1-1
P = IEINEE + a5 1 GoN G+ ), AliXil
i=1

(g = 49)”
Q =4 aa
- Cullo) =4y
A~ (1 _ ae)n Maintains privacy
0

QFI decreases exponentially
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Privacy — Robustness

» Expressions for particle-loss:

» |10;),|1;) belong to private states
L L

» One-copy privacy zone -> zero information after particle loss

» One-copy-plus-ancilla -> still some information after particle loss

» Depends on the state chosen for the logical kets

» Best option -> local permutations invariant logical states

Maintains privacy
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